Business Continuity Management

A brief introduction to BS25999, the Business
Continuity Management Standard, which
provides a basis for setting up and managing
an effective BCM system (BCMS)
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What is Business Continuity Management?

# BCM is a global term covering all the systems, operating controls and
measures an organisation should have in place for managing it's overall
business continuity risks.

Business Continuity Risks come in many shapes and sizes, from the
physical such as Fire and Flood, to the technical such as systems failure,
commercial such as fraud or even though less likely, terrorist type actions.

Managing risks through a defined management system usually means
putting in place the following key components:
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A policy

Defined responsibilities for individuals

Management processes such as planning, operations, assessment and review
Documentation providing auditable evidence

Specific processes relating to BCM such as Business Impact analysis and plan
development
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The BCM Life Cycle

Embed BCM in
your culture

BCM
Programme
Management
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Understanding
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Exercise,
maintain and
review

Determine your
BCM Strategy

Develop and
implement a
BCM response




What events might you need to deal with?

System failure and how you can continue to do business

Facing the media in a crisis— what messages do you want to get across
|dentify theft — not just individual but whole company theft

Physical incidents — Fire, flood and storm damage

Reputation — bringing your business into disrepute or even just getting it
wrong can lose you customers

Fraud — in times of recession statistics show more fraud is perpetrated
x Terrorism — How real is the threat?

%x Recovery — getting your organisation back up and running in the shortest
time.

* Reviewing and continually improving your Business Continuity management
system
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The BS25999 Standard

% The standard comes in two parts:

* BS25999-1:2006 is the Code of Practice which lays out how to
Implement business continuity management in an organisation.

* BS25999-2:2007 is the “Specification for Business Continuity
Management” which explains how to show compliance with the
standard.

*  As with ISO9001, BS25999-2:2007 is the auditable standard to
which organisations can receive certification from a UKAS*
recognised body.

* UKAS - The United Klngdom Accreditation Service is the sole national accreditation

body recognised by the UK governmentto assess, against internationally agreed standards, organisations that provide
certification, testing, inspection and calibration services.

/K ley hill solutions

improving your business



/K ley

The drivers to undertake a BCM programme

Legislation, the civil contingences act requires level 1 responders
(emergency services, local government) to have in place measures to deal
with incidents. As a supplier you might also need to play your part in
incident management and therefore need to consider BCM.

Revenues, market share, image and reputation can all be affected if you
respond badly. There is significant evidence to suggest that a high
proportion (up to 80%) of businesses that are affected by a major incident
never recover. Be prepared to stand a greater chance of surviving.

Supply chain, can your suppliers provide you with their product or service if
there is a problem, will it cause you to fail as your link in the supply chain for
your customers?

Insurance, as they say the value of your business can go up or down,
Insurance only mitigates to a certain extent and for specific risks. Have you .
discussed with your insurance company your levels of resilience. As noted
above, they are looking for resilience. Good BCM systems and resilience
could mean lower premiums.
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Does Business Continuity Management have any
drawbacks?

#* Not really but,

— Itis not for the faint-hearted (the standard is very exacting)
and will require time and effort to put in place

— You need to consider not just what you do as a business but
what others do around you and how that might affect you.

— Everyone in the business needs to be involved, knowing
what to do, where to find information etc in any given
situation

— The terminology can be new and need explaining in the
organisation

s But don’t worry — this is where ley hill can help.....
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What does it take to implement
Business Continuity Management
successfully?

The BS 25999 Standard can be daunting at first glance if
you want to implement it in its entirety unless you can
demonstrate that you —

* Are committed to thinking about Business Continuity BEFORE
something drastic happens to your business

#x Are not only prepared to spend the time and effort developing BC
plans but use them actively in your day to day operations — they are
no good put away in the drawer.

* Test and exercise your plans on a regular basis

*  Apply the principles of compliance even if you do not propose to go
for full certification to the standard.
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What can we do to help?

Ley hill have a wealth of experience in:

X
X
X
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Developing and implementing BCM systems
Exercising bespoke scenarios to test organisational BC plans

Training organisations in the requirements of BCM and the BS
25999 standard

Running networking groups to share Business Continuity best
practice

Assisting organisations to undertake Business Impact Analysis (BIA)
and creating BC plans to mitigate identified risks

Integrating BCM approaches into operational and strategic planning
processes

Utilising risk management frameworks based on the EFQM
Excellence Model and ensuring compliance to organisational
systems
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% If you want to know more please take a
look at our website:

www.leyhill.com

# Or you can call us on:
01494 772327
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